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Abstract

Wireless network has become very significant in offices, industries, homes, colleges and universities. It serves as a platform
for users to connect to resources on a local network or the internet without intrusive wiring. As a result, it is very crucial to
use a good authentication method to avoid unauthorised users to have access. An unsecured wireless network can put users
in danger. Anybody can spy their online activities and have access to their files and documents depending on how the
network is configured. Currently, one of the most effective ways of achieving a secure wireless network authentication is by
using a Captive Portal with Radius authentication method. Captive Portal is a web page that controls any Hyper Text
Transfer Protocol (HTTP) browser access to the internet. A user on the wireless network trying to access the internet would
be redirected to a web page either for both authentication and payment or just for authentication. Authenticated users are
identified by the MAC address of their Ethernet card. RADIUS is a networking service that authenticates and authorises
users to networks and network infrastructures. This paper seeks to demonstrate how to use an open source pfSense, a firewall
on FreeBSD operating system with Captive Portal and Active Directory for managing user authentication on the University
of Mines and Technology (UMaT) wireless network.
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1 Introduction free internet access, steal data, spy on other users’
activities or even damage the system. As a result,
Wired Equivalent Privacy (WEP) was the 802.11
standard initially published in 1997 by the IEEE to
avoid unauthorised access and encrypt data
(Radvan, 2010).

In this 21st century, the internet has become a
powerful tool for everybody regardless of age. Its
purpose varies among users. Some see it as a
reliable source of getting information and making a
business transaction. Others also use it as a medium
to connect to different people across the globe on
social networks, play online games, upload and
download music and videos, etc.

WEP has been deprecated because of the
vulnerabilities associated with obtaining the
security keys. In response to these vulnerabilities
found in WEP, Wi-Fi Protected Access (WPA) was
introduced in 2001 by the WiFi Alliance (WFA) to
curb the problems associated with WEP. WPA uses
the Temporal Key Integrity Protocol (TKIP) which
uses dynamic keys that were not backed up with
WEP and RC4 for encryption. The TKIP method
used with WPA was utilized until vulnerabilities
were found in TKIP. These vulnerabilities centre
on the fact that TKIP uses some of the same
mechanisms that WEP does which allow similar
attacks. In response to the vulnerabilities in
WPA/TKIP, the IEEE 802.11i standard was
defined and implemented in June 2004. WPA2
replaced TKIP with Counter Mode with Cipher
Block Chaining Message Authentication Code
Protocol (CCMP) which is based on Advanced
Encryption Standard (AES) (Sean, 2011).

People can connect to the internet either through a
wired or wireless network. A lot of universities
prefer wireless means of providing internet to the
wired connection using wireless local area
networks (WLAN). This is because it has
flexibility in installation and cost. Since it uses
Orthogonal  Frequency-Division = Multiplexing
(OFDM), it allows users to move around within a
local coverage while still connected to the network.
However, wireless networks are prone to some
security issues (Appenzeller et al., 1999). So
necessary measures must be taken to ensure
security. Therefore, it is very important to deploy
secure methods for authentication and encryption
so that the network can only be used by those
individuals and devices that are authorised.

However, some researchers have uncovered a
vulnerability in the WPA2, which is the strongest
for Wi-Fi encryption and authentication currently
standardized and available (Mamat et al., 2013).
Hence, to improve the security of WLAN, a new

In a WLAN, communication and data transfer use
radio transmission, which is open to all users
(Soewito, 2014). This attracts people to use WLAN
without permission. The reasons behind are to get
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secure mechanism called Captive Portal has been
introduced which uses a webpage to authenticate
users. If a user tries to access the internet, the web
browser redirects the request to a login page. As
long as the login process is transported over a
secure connection like TLS it will be difficult for
malicious users to intercept other users’ login
details (Cisco, 2011).

Also, IEEE has developed advanced authentication
and encryption protocol called 802.1X to solve the
vulnerabilities found in WPA2. However, the
802.1X standard needs devices that work with the
protocol, making it complicated than Captive
Portal. Therefore, 802.1X is not widely deployed in
WLAN. Another advantage of Captive Portal is
that users need not install the access controller
software on their mobile device. All they need to
do is start a web browser to authenticate
themselves.

There exist quite a few numbers of Access
controller, which are licensed for free or
commercial use that integrates Captive Portal. Few
examples are:

(i) Air Marshall, software-based for Linux
platform (commercial);

(i1) LofiSense, Billing &OSS / Network
Access Control (commercial);

(iii) PacketFence,  Linux-based = Network
Access Control Software with Captive
Portal (open source); and

(iv) pfSense, FreeBSD-based firewall software
derived from mOnOwall (open source).

pfSense is an open source firewall/router software
which is based on FreeBSD operating System
(Mamat et al., 2013). It also supports the
installation of third-party packages like free Radius
or Squid through its Package Manager.

2 Resources and Methods Used
2.1 Resources Used

Several softwares and hardware were employed to
successfully complete this research paper.

2.1.1 Software Employed

The softwares used are: Virtual Machine, Microsoft
Windows 10 Operating System, FreeBSD,
Windows Server 2012 R2, Windows 7 and
Windows 8.

2.1.2 Hardware Employed

The hardware used are: Dell Laptop and Cisco
router.
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2.2 Methods Used

A virtual player was installed on a notebook
computer running Windows 10 operating system.
The notebook computer was connected to a
wireless router which provided internet service
obtained from an internet service provider. The
virtual player has FreeBSD, Windows Server 2012
R2, Windows 7 and Windows 8 installed as
individual Operating Systems serving specific
functions.

Windows 7 and Windows 8 in this setup represent
users who have to authenticate themselves in their
web browser before granting access to the internet.
Windows Server 2012 R2 has Active Directory
(AD) and Network Policy Services (NPS). AD
contains users’ credentials for authentication whiles
NPS allows network administrators to create
network policies to authenticate and authorise
connections from wireless access points and
authenticating switches (also called RADIUS
clients). As a result, the Network Policy Server is
acting as a local RADIUS server. The Windows
server must be assigned to a static IP address.

The FreeBSD runs pfSense solution which
basically performs four different functions in this
setup. These are:

(1) It acts as a firewall, i.e. a software that
secures data from being accessed outside
the network and also prevent data from
leaving the network through an inside
source.

(il) Acts as a router by serving as a gateway
for all users on the network to the internet.

(iii) Act as a DHCP server, i.c. assigns IP
addresses to clients on the network
dynamically.

(iv) Acts as a Proxy Server, i.e. acting as an
intermediary for clients seeking resources
from other servers.

Fig. 1 shows the setup for the whole experiment.
pfSense provides an option in the terminal to
configure interfaces and also set their [P addresses.
Based on the setup of the experiment, the virtual
player will use a Network Address Translator
(NAT) to provide pfSense WAN interface with an
IP address.
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Fig. 1 Experiment Setup

In order to use pfSense Captive Portal for UMaT
wireless network, pfSense has to be installed on a
server and configured with one LAN interface to
assign an IP to the appliance. This configuration
can be done using a bootable CD that can boot
pfSense using a PC as shown in Fig. 2.

[Starting device manager (devd)...done.

[ Press R to enter recovery mode or 1
[ press I to launch the installer 1

(R)ecovery mode can assist by rescuing config.xml
from a broken hard disk installation, etc.

(I)nstaller may be invoked now if you do
not wish to boot into the liveCD environment at this time.

(C) continues the LiveCD bootup without further pause.

Fig. 2 pfSense Installation

The LAN interface has to be assigned a static IP
address and default gateway. Every user on
pfSense LAN has to pass through this default
gateway before he/she reaches WAN network. Fig.
3 shows the configuration of WAN and LAN
interfaces with the necessary IP addresses.

FreeBSD/amd64 (pfSense. localdomain) (ttyuB)

»» Welcome to pfSense 2.2.6-RELEASE-pfSense (amd64) on pfSense »xx

HAN (wan)

-> eM@

LAN (lan) -> eml

8) Logout (SSH only)

1) Assign Interfaces

2) Set interface(s) IP address

-> v4/DHCP4: 192.168.154.138/24
-> vd: 192.168.3.1/24
9) pfTop
18) Filter Logs
11) Restart webConfigurator

Fig. 3 pfSense WAN and LAN Interface
Configuration

By using the experiment setup as above, we
investigate the following:
1. How to configure pfSense Captive Portal?
2. How to configure RADIUS server?
3. How to set the policy and security
mechanism?
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4. How to manage user credential?

3 Results and Discussion
3.1 pfSense Captive Portal

Captive Portal can only use the LAN interface of
the pfSense firewall. In setting up the portal with
RADIUS authentication, the Captive Portal check
box was enabled, interface selected, RADIUS
authentication checked, and upload an HTML page
with portal contents as described in the section
called “Portal page contents” of the Captive Portal
configuration page. The configuration of a local
user on the Users tab of the Services Captive Portal
page was then completed. The Captive Portal detail
configuration options are as follows:

1. Interface — select the LAN
Captive Portal will run on.

2. Maximum concurrent connections — This
field specifies the maximum number of
concurrent connections per IP address. It
has a maximum limit of 50. This limit
exists to prevent a single host from

interface

exhausting all resources on pfSense
firewall, whether inadvertent or
intentional.

3. Idle Timeout — Set the time to 15 minutes.
It will disconnect idle users and users will
be able to log back in immediately.

4. Hard Timeout — To forcefully log off
users after a specified period. It will
ensure sessions are removed if users do
not log off, as most likely will not. Users
will be able to log back in immediately
after the hard timeout, if their credentials
are still valid.

5. Logout Popup Window — Check this box
to enable a logout pop up window. Most
browsers have pop blockers hence logout
popup windows may not work in most
browsers.

6. Concurrent User Login — Check this box.
If this box is checked, only one login per
user account is allowed. The most recent
login is permitted and any previous logins
under that username will be disconnected.

7. Authentication - Choose RADIUS
authentication. Do  the  necessary
configuration by entering the RADIUS
server IP address, Port number and shared
key to let Captive Portal communicate
with RADIUS server.

8. Authentication Error Page Content —
Upload an HTML page to be displayed on
authentication errors. An authentication
error occurs when a user enters a bad
username or password.
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3.2 Local RADIUS Server

The purpose of the RADIUS server is to serve as
an authenticating server. In configuring the server,
there is the need to create a RADIUS client that
will forward the user authentication request to the
RADIUS server. The static IP address assigned to
the Windows Server will be the exact address for
RADIUS, since the Windows Server serves as a
host of RADIUS. Fig. 4 shows the configuration of
a RADIUS client in a RADIUS server.

%) pfSense_Internet Properties I

File Action View Hel

- > “] H
@ NPS (Local)

4 (7] RADIUS Clients and §
5 RADIUS Clients
i3 Remote RADIUS

b (5 Policies

b %% Network Access Prot|

B, Accounting
b Wl Templates Managen

Settings | Advanced
[V Enable this RADIUS clent

Name and Address
Friendly name:
[pSense _intemet

Address (IP or DNS):

19216831 ][ verty.
Shared Secret

Select an existing Shared Secrets template:

None v
To manually type a shared secret, click Manual. To automatically e a shared
secret, click Generate. You must configure the RADIUS client with the same shared
secret entered here. Shared secrets are case-sensitive.

Fig. 4 Creating RADIUS Client

After creating the RADIUS client, you have to set
network policies to tell RADIUS which AD groups
to authenticate. You can also specify the kind of
authentication protocol that the RADIUS server
should use. In this setup, the RADIUS server uses
Microsoft Challenge Handshake Authentication
Protocol version 2 (MS-CHAPvV2). Fig. 5 shows the
set policies for the network in the RADIUS server.

(%) Network Policy Server
File Action View Help
e 2@ Hm
p __ RADIUS Clients and Servers [
4 =] Policies * Network policies allow you to designate who is autl
&

| Connection Request Po J under which they can or cannot

(. Network Policies

| Health Policies Policy Name Status

Processing Order Acce

b B Network Access Protection ._dUMaT_neme( Enabled 1 Grant
B, Accounting
p Wl Templates Management @ UMaT_intemet

Conditions - If the following condiions are met:

Condiion Value
User Groups PROJECT\UMaT

Fig. 5 Network Policies for RADIUS Client

3.3 Managing Users’ Credentials

AD is used to store users’ credentials. The
highlighted rows are few user credentials that are
linked to the RADIUS server in this setup. They
belong to a single AD group. About 5 user
credentials were created. These credentials were
put into a created user group called UMaT. This
differentiates the credentials from the default users’
groups already stored in the AD. By so doing, more
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user credentials can be added and deleted on this
interface. Fig. 6 shows Users credentials created for
the experiment.

B Active Directory Users and Computers
| File Action View Help
e 2@ ¢ XERB EE| 2 eE7ER
[ Active Directory Users and Com || Name Type Description
£ saved Queries Yabumignt  Wsee |
4 4 project.com 2, Administrator User Built-in account for ad...
v [ Builtin 52, Allowed RO... Security Group... Members in this group c..
b [E] Computers bYBismark Am... User
= Dn"fa‘" C“"{"’”Efs . 82, Cert Publish... Security Group...
4 j— F°re'9"55w"t_3'rpnnc'pah 82,ClonesbleD... Security Group...
> — Managed Service Accour £2,Denied ROD... Security Group...
51 Users 82, DnsAdmins  Security Group...
£2,DnsUpdateP... Security Group... DNS clients who are per...
82, Domain Ad... Security Group... Designated administrato...
52, Domain Co... Security Group... All workstations and ser...

Members of this group ...

Members of this group t...
Members in this group c...
DNS Administrators Gro...

Fig. 6 Adding User credentials in AD

This paper aims at disabling concurrent logins for
Captive Portal, hence, provision was made by
generating vouchers for guest or visitors to the
university to also have access to the internet. The
voucher option in the Captive Portal was enabled
before the generation of the voucher codes. In
generating  voucher codes, the necessary
requirements need to be specified before saving.
The voucher will be generated automatically based
on the specification. The blue button on the far
right side of the voucher row is the download link
for the generated voucher codes. Consequently,
generating codes for visitors or guests who come
for conferences on UMaT campus becomes very
easy. Fig. 7 shows generating 15 voucher tickets
with a time span of 2 days i.e. 2880 minutes.

Services: Captive portal: Vouchers: pfSense_Internet
| Coptive portal(s) | MAC | Allowed 1P addresses | Allowed Hostnames [NEF File Hanager |
[¥] Enable Vouchers
Voucher Rolls Roll#  Minutes/Ticket  # of Tickets
1 2880 15

Comment

Guest Access

Create, generate and activate Rolls with Vouchers that allow access through the captiv
Once a voucher is activated, its dock is started and runs uninterrupted until it expires. |
can be re-used from the same or a different computer. If the voucher is used again frol
previous session is stopped.

Voucher publickey BEGIN PUBLIC KEY-----

ITAL+1D0oNIXR FAGMATRT=

Fig. 7 Voucher Generation for Guest Access
3.4 Setting Policy and Security Mechanism

There are several policies that can be set when
using pfSense Captive Portal. These include
Bandwidth restrictions, User time limited, Pass-
through, Allowed IP and Allowed Hostnames.
pfSense also provides other features for securing
the network (Miller, 2008). These features are:

(1) pfBlocker — This security mechanism is
used to assign any IP or interfaces that we
want to block or monitor both inbound
and outbound.

(ii) Firewall Rules — This security mechanism
is used to control what traffic is allowed to
enter an interface on the firewall.
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(i) Firewalls Traffic Shaper - This is a
mechanism for controlling computer
network traffic in order to ensure
performance, lower latency and increase
usable bandwidth by delaying packets that
meet certain criteria.

3.5 Adding Login and Error Page

The pfSense Captive Portal has default pages for
login, login error and logout, but they look pretty
awful. Fig. 8 is part of the Captive Portal
configuration that allows the wupload of a
customized login page, error page, and logout page.
Also Fig. 9 shows an embedded file manager in the
Captive Portal where the upload of files like
picture, cascaded style sheet (CSS), JavaScript (js),
etc. are done. Every file uploaded in this location
always automatically precedes with “captiveportal-
” then follow by the file’s name.

» System » Interfaces » Firewall » Services » VPN » Status

Portal page contents

@ Browse...  index.html

View current page
Download current page
Restore default portal page

Upload an HTML /PHP file for the portal page here
(POST to "$PORTAL_ACTIONS") with a submit but
value ="$PORTAL_REDIRURLS". Indude the “auth
authentication is enabled, otherwise it will always

<form method="post” action="$PORTAL_ACTIONS™>
<input name="auth_user” type="text">
<input name="auth_pass” type="password">
<input name="auth_voucher™ type="text">
<input name="redirurl” type="hidden” value="{
<input name="accept” type="submit” value="Cor
</ form>

o ErrorPage.html

Restore default error page

Authentication
error page
contents

The contents of the HTML/PHP file that you uploa:
indude "$PORTAL_MESSAGES$", which will be replz

Fig. 8 Login and Authentication Error Pages

» System » Interfaces » Firewall » Services » VPN » Status

» Diagnostics » Go|

Services: Captive portal: pfSense_Internet
| Captive portal(s) | MAC | Allowed 1P addresses | Allowed Hostnames | Vouchers JZIIEER

Name Size

captiveportal-custom-ogin40go.jpg 4KB
captiveportal-style.css 2KB
TOTAL 6 KB

Fig. 9 Adding Files Needed for Login and Error
Page

Before users have access to the internet, they are
expected to launch a web browser and enter any
URL of any HTTP site e.g. www.umat.edu.gh to
authenticate themselves. Fig. 10 shows what a user
has to do before he can be authorised to enjoy
internet service.
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®,

Username
Pser

Password

FOR GUEST ONLY

©2016 University of Mines and Technology(UMaT), Tarkwa

Fig. 10 Portal Login Page

If a user types in wrong credentials, he will be sent
to an authentication error page as shown in Fig. 11.
But with the right credentials, a user will be
directed to the requested HTTP website. Fig. 12
shows the right HTTP page requested by the user.

Invalid Credentials

Username

Password

FOR GUEST ONLY

Continue

of Mines and Tec

©2016 L UMar), Tarkwa

Fig. 11 Error Page Displayed

[ UNIVERSITY OF MINES AND TECHNOLOGY

Think... y of Mines and

Out Now

APPLY NOW ADMISSION PROGRAMMES

Fig. 12 Requested page has been displayed
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4 Conclusion and Recommendation

Security is indeed essential when deploying a
WLAN. This paper sort to find a simple way to
incorporate already existing users in an AD to
communicate with the Captive Portal instead of
manually entering details into the pfSense local
user account. The approach used by Mamat and
Ruzana (2013) will be difficult for large
organisations like UMaT with over 2000 user login
credentials in AD.

The experiment conducted demonstrated how to
achieve the configuration of pfSense Captive Portal
and a local RADIUS server for authenticated users
on a wireless network and secure their credentials.
A user connected to the wireless network is
assigned an IP address by the Dynamic Host
Configuration Protocol in the pfSense and any web
request from the user is redirected to the Captive
Portal page. Only legitimate users with the correct
login credentials are able to gain access to the
internet. Once the user authenticates, Captive
Portal stops redirecting the user’s requests.

The RADIUS authentication method combined
with Captive Portal technology was able to achieve
the set objectives of this paper. Thus, there would
not be any instance where the same credentials
would be used by multiple users. Visitors have
permission to access the internet using voucher
ticket and credentials cannot be sniffed.

Hopefully, this paper could be useful for people
who want to implement this technology to secure
users on their institutional wireless network.

It is recommend that other packages like Apache
with mod-security development available at
pfSense package manager be integrated in the
future to enhance the level of security at the OSI
reference model layer 7 by protecting a range of
attacks against web applications and also to allow
for HTTP traffic monitoring, logging, and real-time
analysis.
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